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P1: increasing number of IoT devices streaming sensor data, privacy 
—--enforcement happens in resource-rich cloud environments

→ high latency and high chance of intercepting data
← processing at powerful edge devices, decrease network traffic
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Introduction - Problem Statement (1/2)
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P2: increasing number of (written) privacy regulations that must be 
—--respected by companies

→ custom implementations for ensuring privacy
← standard description of privacy requirements, smart environment 
—-that enforces transformations based on this specifications
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Introduction - Problem Statement (2/2)
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Introduction - Solution Attempt

IoT device 
(stream producer)

Edge device
(router)

Live streaming / recording
(stream consumer)

Privacy regulations
(privacy model)
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Introduction - IoT vs Edge device

Assume privacy model, enforce directly on IoT device?
← No common environment, insufficient resources,                           
—-restricted update mechanisms
→ Powerful (interconnected) edge devices (e.g. Nvidia Jetson)
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Framework

 Abstract Concept                                Prototype
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Abstract Concept - Model Specification

IoT device 
(stream producer)
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Abstract Concept - Architecture
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Prototype - Video Streaming

https://en.logodownload.org/python-logo/ https://commons.wikimedia.org/wiki/File:Unofficial_JavaScript_logo_2.svg
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Prototype - Pattern Detection (1/2)



11Specification and Operation of Privacy Models for Data Streams on the Edge                                                                                            

Prototype - Pattern Detection (2/2)

ONNX models used for triggers
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Prototype - Transformation Functions

Transformation functions
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Prototype - Transformation Example

blocks  {1,5}
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Prototype - Privacy Model / Chain
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Prototype - Privacy Model / Chain

https://docs.google.com/file/d/1COsGHOvF8AcYDrYqpDT5KMjDtdI1yu0-/preview
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Conclusion

❏ Specification of privacy requirements
❏ Chains of triggers & transformations

❏ Underlying architecture for policy enforcement
❏ Not limited to a specific data type

❏ Prototype for video streaming 
❏ Decreased latency by moving resources to edge
❏ Accelerated image processing on GPU
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Conclusion - Future Work

1. Feature other data types in prototypes

2. Design live monitoring component

3. Evaluate security aspects 
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Thank you for your attention!
Questions?
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